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

∈ 

 ∈  ≥

g1, g2,  g3, g4   (𝑏)2   ≡ 𝑔i 𝑚𝑜𝑑 𝑞 𝑏 ∈ 

𝑥1,𝑥2 ∈ 

𝑦1,𝑦2

𝑏1, 𝑏2, 𝑏3, 𝑎1,𝑎2, 𝑟, 𝑟1,𝑟2 ∈ 

𝐻𝑎𝑠ℎ()
𝑏4 =  𝑏3 ⨁ 𝐻𝑎𝑠ℎ(𝑃)

𝐾/𝐾′

θ

ω

γ







  

 

 

 

𝑲  𝑲′

𝐾  𝐴,  𝑆2 and 𝑆𝑠

𝐴 =  𝑔1
𝑎  𝑆2 =  𝐴𝑏2 =  𝑔1

𝑎𝑏2   𝑆𝑠 = 𝐴𝑏1𝑆2  

𝑔1
𝑎𝑏1𝑔1

𝑎𝑏2

𝑔1
𝑎(𝑏1+𝑏2)

𝐾 = 𝐻𝑎𝑠ℎ 𝑆𝑠, 1

𝐾′ 𝐵  𝑆𝑢
′

𝐵 =  𝑔1
(𝑏1+ 𝑏2)

𝑆𝑢
′ =  (𝐵)𝑎

(𝑔1
(𝑏1+ 𝑏2)

)
𝑎

𝑔1
𝑎(𝑏1+𝑏2)

𝐾′   = 𝐻𝑎𝑠ℎ 𝑆𝑢
′ , 1

𝐾  𝐾′,

{𝑍𝑝
  ∗, 𝑝, 𝑔1, 𝑔2, 𝑔3,𝐻𝑎𝑠ℎ} 

 

𝑔4

 

 

 
 

  𝑔2
𝑃

𝑏4 𝑏4 =  𝑏3⨁𝐻𝑎𝑠ℎ(𝑃)

{𝑈𝑠𝑒𝑟𝑛𝑎𝑚𝑒, 𝑔2
𝑃, 𝑏3, 𝑏4}

 𝑔4
𝑔2

𝑃
   𝑔4

𝑔2
𝑃

 

𝑥1, 𝑥2, 𝑥3 𝑦1, 𝑦2 , 𝑦3, 𝑧1, 𝑧2, 𝑧3 𝑔4

θ ω

θ 𝑔2
θ 𝑏3  𝑔2

ω

𝑏4 𝑔2
ω 𝑏4

𝑔2
𝑃

 𝑔4
𝑔2

𝑃

𝜃

𝜔

𝑔2
𝜃 𝑔2

𝜃

𝑔2
𝜔} 

𝑔2
𝜔 𝑔2

𝜔

𝑔2
𝜔

𝐻

 

 

  

 

 

  

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

𝑔2
𝜃/𝑔2

𝜔  𝑉1 𝑉2

𝜃 𝜔

𝑎, 𝑏1, 𝑏2

𝜔

𝜃

𝑏4 𝑆𝑢

γ

𝐾

γ

γ γ

 𝑔2
𝑃  

γ

𝑔2
𝜃/𝑔2

𝜔  𝑉1 𝑉2

𝜃 𝜔

𝑎, 𝑏1, 𝑏2

𝜔

𝜃

𝑏4 𝑆𝑢

γ

𝐾

 

Client C Server S1 Server S2 

𝑏4 =  𝑏3⨁𝐻𝑎𝑠ℎ(𝑃) 

Calculate 𝑔2
𝑃  

𝑏3 ∈Zp
* 

  U𝑠𝑒𝑟𝑛𝑎𝑚𝑒, 𝑔2
𝑃 , 𝑏3 , 𝑏4 

𝑈𝑠𝑒𝑟𝑛𝑎𝑚𝑒, 𝑔2
𝜔 , 𝑏4 

Calculate 𝑔2
θ  and 𝑔2

𝜔  

Store 𝑔2
θ𝑎𝑛𝑑 𝑏3 

Construct a tetrahedron from 

𝑔4
𝑔2

𝑃
 

Calculate circumcenter (𝜃) and 

angle between medians (𝜔)  

 

Store 𝑔2
𝜔  𝑎𝑛𝑑 𝑏4 

 

 

 

Client C Server S1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Server S2 

 

(𝐻𝑎𝑠ℎ(𝑆𝑢
′ , 0)⨁𝐻

=? 𝐻𝑎𝑠ℎ(P )) 

Verify   

Server Valid 

𝐾′  = 𝐻𝑎𝑠ℎ (𝑆𝑢
′ , 1) 

M4:  B  

 

  𝑀8: 𝐻 

 

M5: A, 𝑆𝑢  𝑎 ∈  𝑅𝑍𝑞  , 𝐴 =  𝑔1
𝑎  

𝑆𝑢
′ =  (𝐵)𝑎  

𝑆𝑢 = 𝐻𝑎𝑠ℎ( 𝑔3
𝑆𝑢

′

 ) 

 

 

 

 

 

 

 

 

 

 

. 

      M1: Username, 𝑔2
𝑃  

Calculate 𝑔2
𝑃  

Construct a tetrahedron 

from 𝑔4
𝑔2

𝑃
 

Calculate θ, ω 

Verify 𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑  𝑔2
𝜃 =

 𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2
𝜃    

Client authentic 
 
 

M2: Username, 𝑔2
𝜔  

 

       M3: 𝑉2, B2 

 𝑉1 =  𝑔2
𝜃  

𝑏1 ∈  𝑅𝑍𝑞  

𝐵1 =  𝑔1
𝑏1  

Verify 𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑  𝑔2
ω =

 𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑔2
ω  (i.e.) 𝑉2 

S2 authentic 

B = B1.B2 

       M6: A,  𝑆𝑢  , 𝑆1  

𝑆1 =  𝑔3
𝐴𝑏1

 

𝑆𝑠  = 𝐴𝑏1 𝑆2  

𝐻 = 𝐻𝑎𝑠ℎ(𝑆𝑠  , 0)⨁𝑏3⨁𝑏4 

Verify 𝑆𝑢 = 𝐻𝑎𝑠ℎ(𝑆1
𝑆2) 

 

 

 

M7: 𝑏4 , 𝑆2  

𝐾 = 𝐻𝑎𝑠ℎ ( 𝑆𝑠 , 1) 
 

𝑆2 =  𝐴𝑏2  

Verify 𝑆𝑢 = 𝐻𝑎𝑠ℎ(𝑆1
𝑆2) 

𝑉2 =  𝑔2
ω  

𝑏2 ∈  𝑅𝑍𝑞  𝐵2 =  𝑔1
𝑏2  

Verify  

𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑  𝑔2
ω =

 𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2
ω  

Client and S1 authentic 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

            

            



  

 

 

γ

 γ 𝑔2
𝑃

𝑔2
𝑃′

γ

𝑔2
𝑃  

𝑔2
𝑃′

𝑔2
𝑃

𝑔2
𝑃′

𝑔2
𝑃

𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 𝑔2
𝜃 =  𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2

𝜃 

𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 𝑔2
𝜔 =  𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2

𝜔  (1) 

θ ω  𝑔4
𝑔2

𝑃

 γ  𝑆𝑢

 𝑆𝑢𝑣

 𝑆𝑢𝑣   𝑆𝑢

    𝑆𝑢 = 𝐻𝑎𝑠ℎ(𝑆1
𝑆2) (2)

 γ

𝑔1
𝑎) 𝐴′ → (𝑔1

𝑎′
)

𝐴′ 

𝐻𝑎𝑠ℎ(𝑆𝑢
′ , 0)⨁𝐻 =? 𝐻𝑎𝑠ℎ(P )            

𝐾 = 𝐻𝑎𝑠ℎ(𝑆𝑠) =

𝐻𝑎𝑠ℎ(𝐴′𝑏1𝑆2 )  𝐻𝑎𝑠ℎ (𝑔1
𝑎′𝑏1𝑆2 ) 𝐻𝑎𝑠ℎ (𝑔1

𝑎′𝑏1𝑏2) 

𝐾′ =  𝐻𝑎𝑠ℎ 𝑆𝑢
′ ) 𝐻𝑎𝑠ℎ (𝐵𝑎)

𝑔1
𝑎 𝑏1𝑏2) 

 𝐾 ≠  𝐾′

𝑔1
𝑎) 𝐴′ →  (𝑔1

𝑎′
)

 𝑆𝑢  𝑆𝑢𝑣   𝑔2
𝑃 𝑔2

𝑃′
γ

𝐾

𝐾 𝐾′.

γ

 γ 𝑔2
𝑃

𝑔2
𝑃′

γ

𝑔2
𝑃

𝑔4
𝑔2

𝑃

 𝑐𝑎𝑙𝑐𝑢𝑙𝑎𝑡𝑒𝑑 𝑔2
𝜃 = 𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2

𝜃 

γ

𝑔4

 γ

𝑆𝑢 

𝑆𝑢 =

𝐻𝑎𝑠ℎ(𝑆1
𝑆2)  𝑆𝑠 𝐻  𝑆𝑠 =

𝐴𝑏1𝑆2 𝐻 = 𝐻𝑎𝑠ℎ(𝑆𝑠, 0)⨁𝑏3⨁𝑏4

𝑏3 γ

𝑆𝑢 𝑔2
𝑃  𝑔2

𝑃′

γ

𝐾

γ

 γ

𝑔2
𝜔

𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑔2
𝜔 with 𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2

𝜔

 𝑔2
𝜔

γ

γ

            

          

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



  

 

𝑟𝑒𝑐𝑒𝑖𝑣𝑒𝑑 𝑔2
𝜔 with 𝑠𝑡𝑜𝑟𝑒𝑑 𝑔2

𝜔

 𝑔2
𝜔

γ

 γ

𝑆𝑢,,  𝑆1  𝑏4,,

𝑆2 𝑆2 =  𝐴𝑏2

 𝑆𝑢 = 𝐻𝑎𝑠ℎ(𝑆1
𝑆2 𝑏4 

γ

𝑆𝑢,, 𝑆1 𝑏4,, 𝑆2 𝑔2
𝜔 

γ

𝐾

γ

a. β

γ

 obtain 𝑔2
𝜃 and  𝑔2

𝜔 values. 

However, deriving 𝜃 and 𝜔 from 𝑔2
𝜃 and 𝑔2

𝜔 

respectively is NP hard. Hence, it cannot be 

resolved in polynomial time. Thus, primary 

𝑔2
𝜃   𝑔2

𝜔

𝜃 𝜔 𝑔2
𝜃 𝑔2

𝜔

 β

γ

𝜃 𝜔

𝜃 𝜔

𝜃 and 𝜔 𝑔4
𝑔2

𝑃

𝜔 𝜃 𝜔 θ
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